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1 Was treibt uns an ?




BUSINESS CONTINUITY MANAGEMENT @ KSB

Business interruptions are reality
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BUSINESS CONTINUITY MANAGEMENT @ KSB

Internal and external motivations push various activities

Internal Motivation :
» |ncrease resilience to protect our business, {}23 Ml e

brand, staff and stakeholders

External Motivation :

= Clear requirements from customers,
Insurance companies, legal and
regulatory sectors

1.3 Do you have a comprehensive Business Continuity Plan that defines your actions to ensure you mest all customer requirements/expectations in the event of an unplanned business interruption?

A comprehensive plan includes plans for the sud s of key personnel or business owners, natural disasters, fires, utility outages, theft. cyber attack, terrorism, supplier failure/loss, infrastructure/equipment failure/loss, pandemics, etc.
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2 Wie gehen wir vor ?




BUSINESS CONTINUITY MANAGEMENT @ KSB

The Global Integrated Management comprises of 7 pillars

One Integrated Management System

CSR Management | Energy Management : Business Continuity Information Security
UN Global Compact : based on | Management Management
ISO 26000 | ISO 50001 : ISO 22301 ISO 27001
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BUSINESS CONTINUITY MANAGEMENT @ KSB

BCM’s main elements according to ISO 22301

Corporate

Policy — fixes the scope and governance

Business , predicts the consequences of a disruption to the business, and gathers information
Impact Analysis needed to develop restart and recovery strategies in emergency situations.

Business Continuity Plans for critical business processes.
— > Restart and recovery plans define the necessary steps, responsibilities, resources,
communication channels and escalation mechanisms in emergency situations.

Crisis defines the necessary responsibilities, resources, communication channels and
management escalation mechanisms in crisis situations.

Emergency

conception

Tests & verify functionality and effectiveness of plans and procedures and identify potential
Exercises for improvement.

Continuous : : : : :
— implements potentials resulting from analysis, feedback, audits and benchmarks.

improvement
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3 Wo stehen wir ?
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BUSINESS CONTINUITY MANAGEMENT @ KSB

Document landscape drafted — templates created based on
first use case

For the initial setup of the BCM System in KSB'‘s matrix organisation
we decided to prefer the global view

Allianz ()

Top 10 Geschaftsrisiken weltweit im Jahr 2025

Main Points:

1) Main target is to protect people’s health and safety, first — oo Bt R A
then to maintain the ability to produce and deliver

products
2) BIA as main source of information for all core and support First use
processes completed case.:
3) First BCP, Restart Plans and Emergency/Crisis CYBER
Management Procedures created ATTACK

— Relevant document landscape and templates drafted -
ready for testing and further execution ey
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BUSINESS CONTINUITY MANAGEMENT @ KSB

Templates on tool level support systematic and unique
approach
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BUSINESS CONTINUITY MANAGEMENT @ KSB

The transfer of BCM framework to local sites is the next
Important step

Drafted methodologies and procedures shall be verified and tested

Next

1) Further completion of BCM relevant documentation for first use case

2) Transfer of global framework to selected local sites
3) Testing and exercising

4) Communication, training and awareness
— networking with local organization members to share experiences and ideas
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4 Was lernen wir ?
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BUSINESS CONTINUITY MANAGEMENT @ KSB

What is important so far ?

Which view first ?

G—

1) BSI-Standard 200-4
— helps to understand and gives guidelines for implementation — includes usefull templates

2) The Business impact Analysis is the essential key element and main source of information
— pay hightest attention and capacities to BIA to

- find your weak points
- learn what you really depend on and what you need to protect / recover after disruption

3) Communication and awareness
— our recent experiences with crisis situations opened the door to the awareness and cooperation of staff

— the exchange with stakeholders and other organizations help to focus the efforts
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https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/IT-Grundschutz/BSI-Standards/BSI-Standard-200-4-Business-Continuity-Management/bsi-standard-200-4_Business_Continuity_Management_node.html

Thanks for listening !
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Ihre Ansprechpartner

Rainer Michalik

Tel. +49 6233 86-2656
E-Mail: rainer.michalik@ksb.com

Dr. Kerstin Weinert

Tel. +49 6233 86-3553
E-Mail: kerstin.weinert@ksb.com
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